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1. Introduction

This Privacy Policy explains how Leon Bereschneu Software ("we",  "us",  or  "our")  collects,  uses, and protects

personal data when you use our SaaS platform ("Service").

We are committed to handling your data in accordance with applicable data protection laws, including the GDPR.

2. Data Controller and Roles

We act as the data controller for personal data related to:

account creation and management

phone numbers

billing and subscription data

authentication data

We act as a data processor when processing WhatsApp messages on behalf of users for the purpose of sending

and receiving messages via WhatsApp.

3. Information We Collect

We collect and process the following information:

3.1 Account Information

Phone number (used for account identification and messaging functionality)

Account creation date and time

3.2 Authentication Data

Authentication token stored in your browser (cookies or local storage) used to maintain your login session

3.3 WhatsApp Session Data (Server-side)

We maintain a WhatsApp Web session on our servers to enable messaging functionality.

Stored only on our servers

Used exclusively for sending and receiving WhatsApp messages

Isolated per user account
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Not stored in your browser

3.4 Message Metadata

We may process limited metadata required for message delivery, such as:

timestamps

delivery status

routing information

3.5 Message Content

We do not permanently store message content, message history, or received messages.

Message content is processed only temporarily in memory for transmission and display purposes.

4. How We Use Your Data

We use your data to:

create and manage user accounts

authenticate users via browser tokens

establish and maintain WhatsApp Web sessions

send and receive WhatsApp messages

display messages in your dashboard

ensure security and proper functionality of the Service

We do not use your data for advertising or profiling.

5. Message Processing (WhatsApp)

Our Service processes WhatsApp messages solely for communication purposes:

Outbound messages are sent via WhatsApp Web on your behalf

Inbound messages are received and displayed in your account interface

Message content is processed temporarily for real-time transmission and display

No permanent message storage is maintained unless technically required

6. WhatsApp Web Session Handling

We use a server-side WhatsApp Web session to operate messaging functionality.

Sessions are stored securely on our servers

Sessions are isolated per user
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Sessions are only active while your subscription is active

Sessions are deleted upon subscription termination or cancellation

7. Data Retention

We retain personal data only as long as necessary:

Phone numbers: while account is active

Account data: while account exists

Authentication tokens: until logout or expiration

WhatsApp session data: while subscription is active

Message content: not permanently stored

Subscription Termination

When your subscription ends:

WhatsApp Web session data is deleted within a short period

Access to WhatsApp functionality is terminated

Related session data is removed from our servers

8. Third-Party Service Providers

We use third-party service providers to operate our Service:

Infrastructure and Backend

Supabase – database, authentication, and backend services

Wix – website hosting and frontend infrastructure

Contabo – hosting and execution of WhatsApp Web sessions and messaging logic

These providers act as data processors and process data only on our instructions.

We ensure that all processors are bound by appropriate Data Processing Agreements (DPA) in accordance with

GDPR.

9. Data Security

We implement appropriate technical and organizational security measures, including:

encrypted communication

secure authentication systems

isolated user sessions

restricted server access
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protected storage of sensitive data

10. International Data Transfers

Your  data  may  be  processed  outside  your  country  of  residence.  Where  applicable,  we  ensure  appropriate

safeguards in accordance with GDPR requirements.

11. Your Rights (GDPR)

If you are located in the EEA or UK, you have the right to:

access your personal data

correct inaccurate data

request deletion of your data

restrict or object to processing

request data portability

To exercise these rights, contact us at the email below.

12. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. Updates will be posted on this page with a revised “Last

updated” date.

13. Contact

Company: Leon Bereschneu Software

Address: Bachstraße 6, 58566 Kierspe, Germany

Email: leonbereschneu@gmail.com

(or via the contact details in our Legal Notice / Impressum)
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